OWA Q&A

Q:  What is Outlook Web Access (OWA)?

A:  OWA is a webmail service of Microsoft Exchange Server that allows CA.mail users to log into their mailboxes when they are remote and/or are unable to connect to their mailbox using a full Microsoft Outlook client.

Q:  Why would County users need to use OWA from inside the office?

A:  Users who have Windows 2000 operating systems on their workstations are unable to connect to Exchange 2007, because Windows 2000 does not support the connection type required in the CA.mail environment between Outlook and Exchange 2007.  An effort is in progress to move all CA.mail mailboxes to Exchange 2007 (from Exchange 2003), including CWS Counties.  Therefore, users with Windows 2000 workstations will have to use OWA to access their e-mail until the operating system on their workstations is upgraded.

Q:  Why is CA.mail moving to Exchange 2007?

A:  There are many reasons. Security is a major one—Exchange 2007 has increased security features and requires only one network firewall port to be opened for Outlook access, versus 64,000 ports required when using Exchange 2003. It has better encryption and antivirus/anti-spam enhancements.  Also, Microsoft ended mainstream support for Exchange 2003 in April 2009.  The Exchange 2003 environment is housed at the Cannery facility, which is closing, and the other software and hardware used in the Exchange 2003 environment are also out of support.  Running unpatched Windows 2000 workstations compounds the vulnerability of Exchange 2003 due to the number of ports that are opened.
Q:  My County does not allow users to have Internet access. Will they still be able to access OWA?
A:   Yes. OWA uses Port 443.  If your county blocks Port 443, it may have to be opened specifically to OWA.  When a connection is made from a workstation that is internal to the State’s CSGNet (which all dedicated counties are on), the traffic traverses that same internal route as traffic generated from the full Outlook clients on the CWS/CMS workstations—OWA traffic does not traverse the public Internet when used from a CWS/CMS dedicated site. Using OWA is more secure than using the full Outlook client on Windows 2000 because OWA uses only one firewall port, and the connection from client to server is encrypted.

Q:  How can I verify whether or not my county users can connect to OWA?

A:   Open Internet Explorer from a dedicated workstation and type in the URL https://ca.mail.ca.gov/owa.  When the page appears, you should be able to log in to a production mailbox associated with CWSDOM.  When logging in to OWA, the CWS user ID must be preceded by: cwsdom\

Example:  cwsdom\smithj

