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VPN Guide for CWS/CMS Application Remote Access
Intended Audience

This guide is intended to assist users in establishing a remote VPN connection to the CWS/CMS application. Typical use scenarios include Dedicated County off-site and emergency responder staff needing to access the application while not directly connected to the CWS/CMS Local Area Network. 

Assumptions

This guide assumes the following:
· An internet connection has already been established.

· The Cisco AnyConnect Client has previously been installed and configured by the CWS/CMS county workstation/laptop administrator.
Step 1: Establish an SSL VPN Connection Using Cisco AnyConnect

Open Internet Explorer and enter the following URL into the browser:

https://brdcvpnb.net.ca.gov/ra/all
Once at the site, the WebLaunch utility will conduct a brief prelogin assessment to validate the system.
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After the system is successfully validated the page will reload and display the CWS Remote Access VPN login screen.
The correct page will display the title “CWS REMOTE ACCESS VPN”.
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**Important: Any desktop shortcut or browser link must be created manually. This is because the URL changes after the browser navigates to the web page. What is displayed in the URL window is something like this:
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If this URL is saved as a shortcut or link then the incorrect login page will be displayed the next time it’s used to navigate to the site. Any attempt to log in at this page will fail.
Double clicking the script below will automatically place the shortcut onto the desktop.
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Enter the username and password. The username will begin with capital “CWV” followed by the county ID, the first five characters of the user’s last name and the first character of the user’s first name. 

** Important: The “CWV” at the beginning of the username must now be capitalized. All other characters are lower case.
The confirmation window shown below will confirm the connection and stay displayed. Shutting this window or navigating away from it will not terminate the session. 
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As indicated in the previous image, the connection can be controlled from the tray icon. (Lower right hand corner of the screen.) Right click on the tray icon and select “Quit” or “Disconnect” to disconnect the session.
Step 2: Running DLOGON to Start the CWS/CMS Application.
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Double click the “Run DLOGON” icon on the Windows desktop. The process will start with the “CWS/CMS Remote Access” box appearing as shown below. Click “Yes”.
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After a short period, usually less than a minute (depending on connection speed), the logon prompt shown below appears and the user logs on with his/her credentials.
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Important Note: VPN service is not meant to be a permanent connection. While connected and working in the CWS/CMS Application, users should save to database often. This prevents Optimistic Concurrency and helps to keep costs down. When not working in the CWS/CMS Application or accessing email, Users should log off their VPN connection by right clicking on the tray icon and selecting “Quit” or “Disconnect” to disconnect the session.
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VPN service uses the Public Internet and as such is NOT a guaranteed service medium. This means the connection could drop at peak usage periods. If while working in the CWS/CMS Application, the VPN connection is dropped, Users do NOT have to close the Application. They should simply log back into the CWS/CMS VPN Portal web page and continue working as needed.
Establishing an IPSec VPN Connection Using Cisco VPN Client (Optional)

The following instructions are needed only if your county chose to install and configure the optional IPSec VPN Client as the preferred method of VPN connectivity.

(Check with your CWS/CMS County SPOC if unsure which method to use.)

Open the Cisco VPN Client by performing one of the following –

· Navigating to Start ( All Programs ( Cisco Systems VPN Client and click on “VPN Client”.

· Double clicking the VPN Client shortcut icon located on the desktop.
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Begin the session by either double-clicking the connection entry or clicking the “Connect” icon on the toolbar.
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The “User Authentication” window will display.

[image: image13.png]VPN Client | User Authentication for “CWS-CMS VPN

‘The CWV in the usemame must be

Enter Usemame and Passwor et
Usemae: [EWv3#eoe

Passwod [

e





Enter your CWS/CMS VPN username and password.

** Important: The “CWV” at the beginning of the username must now be capitalized. All other characters are lower case.
Click “OK”. A locked lock will display in the Window’s task bar when the session is successfully connected.
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Right click on the lock and click “Disconnect” to end the session.
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_1393418777/RA VPN Desktop Shortcut.bat
echo [InternetShortcut] > "%userprofile%\Desktop\Remote Access VPN.URL"

echo URL=https://brdcvpnb.net.ca.gov/ra/all >> "%userprofile%\Desktop\Remote Access VPN.URL"

echo IconFile=http://www.hwcws.cahwnet.gov/favicon.ico >> "%userprofile%\Desktop\Remote Access VPN.URL"

echo IconIndex=1 >> "%userprofile%\Desktop\Remote Access VPN.URL"


