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About this Guide

This section describes the audience, purpose, and organization of the guide.
Audience and Purpose
This guide describes web interface user concepts, procedures and access roles for Mailbox Administration and Mailbox Properties Maintenance.  Additionally, this guide will explain the use of the Exchange Customer Administration Tool (ECAT) known as Quest®ActiveRoles Server Web Interface.  
The intended audience is for DTS customer Exchange Administrators and Help Desk staff.  Exchange Administrators will be assigned the “Mailbox Administration” role and their functions will include adding, changing, and deleting mailboxes, groups and contact items.  Help Desk staff will be assigned the “Mailbox Properties Maintenance” role and their functions may include performing maintenance on a limited number of data elements (e.g. Phone Number, Name, etc) associated with an individual’s mailbox.
What is in this Guide?

The first chapter describes configuring and using the web interface.  The second chapter describes the basic administrative tasks and the third chapter describes access roles and managing active directory objects.  
This document is divided into three sections:
· Getting Started
· Web Interface Basics
· Managing Active Directory Objects
Contacting Customer Support

The IBM/Boulder Service Desk phone number, 1-800-428-8268, is answered 24 hours a day, 7 days a week.  You will be contacted by DTS staff.  
Chapter 1

Getting Started

• Connecting to the Web Interface

Getting Started

Connecting to the Web Interface

To connect to the Web Interface

1. Start Microsoft Internet Explorer.

2. In the Address field, type the Web Interface’s URL: https://ARS.mail.ca.gov/ECATAdmin
3.
Press ENTER

Once the Web browser has established a connection to the Web Interface, it displays the Web Interface home page, similar to the following figure.
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4. On the home page, click an item to perform a task.

Chapter 2

Web Interface Basics

• User Interface Overview

Web Interface Basics
Web Interface Help answers questions related to the ActiveRoles Server Web Interface, and helps users to complete tasks with the Web Interface.
User Interface Overview
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Navigation Bar

Use this area to navigate through administrative tasks supported by the Web

Interface. The Navigation Bar includes these items:

· Home. Displays the Web Interface home page.


· Directory Management. Lets you perform management tasks
on directory data.


· Settings. Lets you view or modify settings that control the display
of the Web Interface.


· Help. Provides access to Web Interface Help.


· Logout. Logs you off from the Web Interface, closing the Web
session.
Path to Focus Object

Identifies the directory path to the object you are administering. Click the name of any object in the path to display the Command Menu for that object.

Focus Object

Displays the name of the object you are administering. An icon next to the object name identifies the object type.

Command Menu

Displays a list of commands relating to the object you are administering. If the
Tree View is displayed in place of the Command Menu, click the MENU tab to
access the Command Menu area.

NOTE: Your server permissions determine which commands are available. The Command 
 
Menu only includes the commands for which you have sufficient permissions defined on 
the selected object Administrators can customize the Command Menu by adding and 
removing commands.

Drop-down Command Menu

Duplicates the list of commands found in the Command Menu area. You can select 
commands from that list when the Tree View is displayed in place of the Command Menu.

Tree View

Click the TREE tab to display the Tree View in place of the Command Menu. Intended for locating directory data, this view allows you to navigate through hierarchical structures of data containers, making the location of the data easily discoverable.

How Do I

Describes the selected command and explains how to use it.  Another form of user assistance is ToolTips. A ToolTip provides additional help about a particular interface element, such as a text box, check box, or button. A ToolTip is displayed when you point to an interface element.

Quick Search

Allows you to search for objects whose names begin with the letters you type. Quick Search searches all domains registered with ActiveRoles Server (managed domains).

List of Objects

Displays a list of objects in the directory folder you have selected. In the list, click an object to display the Command Menu for that object.

The Web Interface only lists the objects you are permitted to administer with ActiveRoles Server.

The following picture gives an overview of additional interface elements used to carry out commands, such as the Properties command.
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Quick Search

The Web Interface supports a quick search for objects.

To perform a quick search

In Quick Search, type a few characters, and then press ENTER.
The Web Interface searches for objects whose names begin with the characters you typed, and displays a list of search results.

Quick Search searches all the ActiveRoles Server managed domains regardless of which object you are currently managing.

In the search results list, when you click a leaf object such as a user or group, the Web Interface displays the form to view and modify object properties.

In the search results list, when you click a container object such as an Organizational Unit, the Web Interface displays a list of objects in that container.

The search results list only includes objects for which you have permissions defined in ActiveRoles Server.
Chapter 3

Performing Management Tasks

· Logon Instructions


· Create a New Mailbox
· Rename a Mailbox Account
· Create a New Group (Distribution List)
· Creating a New Contact item in the Global Address List

· Deprovisioning a Mailbox Account

Performing Management Tasks
1. Open your Web browser and connect to the Web Interface.
2. On the Web Interface home page, click Directory Management.


This displays the Active Directory domains to which your account has permissions assigned for administration.


3. Click on your External Active Directory user domain to begin the process of creating an
    Exchange mailbox for the new user account.
4. In the List of Objects area, click the new user object to create a mailbox in the DTS Rf01
    Exchange Mailbox domain.

In the List of Objects area, clicking a leaf object such as a user or group,

displays a page to view or modify object properties; clicking a container

object such as a domain or Organizational Unit, displays a list of objects in

that container.

5. In the Command Menu area, click the command you want to use.
6. Complete the operation. For information about the command you select, see Command Help    

    beneath the Command Menu.

When performing management tasks, the Web Interface supplements and restricts the user input based on administrative policies and permissions defined in ActiveRoles Server.  The Web Interface displays property values generated according to the policies, and prohibits the input of data that breaks the policy constraints. Thus, the Web Interface exhibits the following behavior:


· If a policy requires that a value be specified for a certain property (required property), that property is marked with an asterisk (*).


· If a policy affects a certain property, then the special icon is displayed next to the field for that property. Click the icon to display policy information, which you can use to enter an acceptable value.


· When you specify a property value that breaks policy constraints and click Finish or Apply, an error message is displayed. If you are creating an object, click Back to return to the page with incorrect values and examine the error message. Then, correct your input for the Web Interface to accept the value. If you are modifying an object, examine the error message and correct your input.


· The forms used for creation of an object must include the fields to specify all required properties. Otherwise, the Web Interface fails to create the object. 


· The forms used for object modification display only the values of properties for which you have Read permission. Likewise, these forms only allow you to modify a property value if you have Write permission for that property.

Note: If you do not have permission to modify a certain property, the Web Interface dims out the field for that property and prevents you from modifying the property.


· The Command Menu only includes the commands that you are permitted to use. The List of Objects and Search Results areas only display objects for which you have permissions defined in ActiveRoles Server. 

Logon Instructions
1. Start Microsoft Internet Explorer
2. In the Address field, type https:/ARS.mail.ca.gov/ECATAdmin
3. Press ENTER

You will be prompted by the following login screen: 
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4. Type login information

 User name: RF01\xAdmFirstLastname
 Password:  (Use original password)


5. Click OK
The Web Interface home page will display similar to the following figure:

Select Directory Management to perform all administration functions.

[image: image6.png]Manags dirctory data, such 85 users and groups. The scops of your authority
| Directory Management (o e e ot o araniad b o evel seraeTaEs

Perfarm the tacks relting t approval of scinistrative aperations. The scape of
m Approval your responsibilities depends upan your rale in the approval Warkflaw processes





Create a New Mailbox

1.
From the Active Directory web screen, select your department’s Active Directory Domain.(ex; cwsdom.cahwnet.gov)  
The rf01.itservices.ca.gov is the DTS domain where the Exchange mailbox accounts reside. 
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2.
In the “Quick Search” box, type the name of the new user account and click the search icon (magnifying glass).
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3.
Click on the domain login/user account from the results to open the General Properties of the user…
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4.
Select the Menu tab then click the Create Mailbox from the Command Menu on the left side of the screen.
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5.  Type the fields for First Name: and Last Name: (Middle Initial may be used as needed for a tiebreaker in the probability of duplicates).  
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IMPORTANT:  DTS ECAT policies auto-populate these fields:  Full Name: (Display name), Department, User-login names & Alias 
Full Name:  -  This field is the Display name which shows in the Global address List. (e.g.  Lastname, Firstname@Department)

Department – This field is used by DTS for billing and configuring address lists views within the Global address list.
Mailbox Alias & User-logon names – ECAT scripts auto generate these fields because they must be unique in the Exchange Resource Forest (RF01). e.g. DepartmentFirstnameLastname, DepartmentFirstnameMiddleIntialLastname, or if no Middle Initial, then DepartmentFirstInitialLastname

6.
Then click Finish.
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The screen will again display the General Properties of the user account in the customer’s External account domain. 

NOTE: The path shown next to the user object icon is the location of this user account.
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Edit mailbox account

To edit any needed user properties of the mailbox account (as seen in the Global Address list), 
1. Type the name in the Quick Search box
2. Select the search icon (magnifying glass). 
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The results will come back with both the external user account and the mailbox enabled user account (specified by the disabled icon on the user object and the description of “This is a mailbox-enabled account.”).  
3.
Select the mailbox account to display the General Properties of the Mailbox account.
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4 Fill in your department’s required fields into each of the command page tabs; 
· General, 
· Address, and 
· Organization, 
5 Click the SAVE button, which will save all fields populated within the General Properties command page. 
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5.
Select the Exchange Properties from the Command menu on left.

On the General tab, notice that ECAT has automatically selected the Mailbox store: location on an Exchange server in the DTS Resource Forest (RF01).  
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Mailbox Storage Limits

To select the mailbox storage limits, 
1.
Click the Storage Limits selection…

2.
Use the drop-down box to select the mailbox limit required for the new mailbox user.
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Example:  Select 200 MB, then click SAVE.
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Notice that ECAT configures the Issue warning at (KB)  and Prohibit send at (KB) settings automatically and clears the check box for Use mailbox store defaults..
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IMPORTANT:  
DTS ECAT policy should automatically create the SMTP email address using DTS Standards per department 
(e.g.
 Firstname.Lastname@DSS.ca.gov, 
 Firstname.Lastname@OSI.ca.gov,
 Firstname.Lastname@CWS.state.ca.us, etc.),
 if not, please update accordingly.  
This is a known issue and DTS is still working with Quest and Microsoft to fix the problem.
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Click the SAVE button once all Exchange Properties settings have been completed.

Add New User’s Mailbox to Distribution Lists

1.  Select the Member Of from the Command Menu on the left side of the screen.
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2.
Click the Add button.
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3. Type part of the name of Distribution list (e.g. name of county) in the Object name: field

4. Click the Search button.
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5.
Select the distribution list from the list of results.  
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The Distribution List will show at the bottom of screen.

***Repeat process until all needed Distribution Lists have been selected, 
6.
Click OK.
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*** Create Mailbox procedure completed. ***

Rename a Mailbox Account

WHY:    User legally changes her/his name, (marriage, divorce, etc). 

Note:  Their mailbox and SMTP address must be updated to reflect their new name.
1.
Find the mailbox account by using the Quick Search process.

2.
Click the Rename command on the left side of the screen.
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3.
From the Rename screen make the changes as needed to the all fields shown on screen:
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*****It is also recommended to edit the Exchange Alias & User logon name: fields to correspond with all other fields changed. 

4.
Click SAVE…
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The Rename command changes all fields EXCEPT the SMTP address, which needs to be changed from the Exchange Properties, E-Mail Addresses tab…
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NOTE:  Be sure to create a new SMTP address and “Set as Primary”. Keep the original smtp address. Then edit the X.400 address to reflect the name change.  

Always Save….
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Create a New Group (Distribution List)

1. Browse to the RF01 Organizational Unit for your department.  
2. Select the Menu tab.
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3.
Select New Group from the Command Menu on left side of screen.
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4.
Type the name of Distribution List in the Name: box.  DTS recommends that the DL name include some reference to your Department.  (e.g. EBT, DDS, DTS, NAME OF COUNTY…..)

5.
Type in a description as needed…
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6 At the “Create an Exchange e-mail address” window,
7 Click Finish.
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Screen will display General Properties of new group.  
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Note:  DTS still needs to add additional permissions to grant the owner and any other staff 

who need modify permissions on the DL.  Please send open a Remedy ticket by calling the DTS Service Desk at 464-4311 to request these permissions.

7.
Select the Exchange Properties…
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8.
Exchange Properties, E-Mail Addresses selection…
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New Contact Item

1.
Navigate to the RF01 Organizational Unit for your department. Then select the Menu tab….
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2.
Select New Contact from the Command Menu on left side of screen.
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3. Complete First name and Last name. ECAT Policy configures Name and Display name fields.  Edit as needed (append after the @, some meaningful description of the contact item)
4. Click Next.
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5.
At the “create an email” address screen, click the Edit… button to type the email address of the new contact item.

[image: image42.jpg]New Group
New Contact

Properties

View Cantents

@ How o1

Complete the pages to specify
properties for the contact to be
created.

me 1 Dir

New Contact [New Contact v

Acive Directory / rfo tservices.ca,gov / Exchangs I

Technology Services

+ Create Email Address.

o Custorners / DTS - Department of

[ Create an Exchange e-mail address

Alias:
[Testmare.

*E-mail

[, |

Open properties for this object when I dlick Finish

To complete, click Finish





6 Select SMTP Address from the E-mail address type
7 Type the email address as required in the *E-mail address box. 
8 Click OK.
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9.
Click Finish to complete the new contact procedure.
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Contact Item General Properties Command page will display for completion of New Contact procedure.
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Deprovisioning (disabling) a Mailbox account


1.
Logon to the ECAT web interface with your ECAT administrator logon account. (eg. xAdmFirstInitialLastname).

2.
At the Home page, in the Quick Search box, type in the name of the user whose mailbox is to be deprovisioned (disabled). 
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3. Type the name of the mailbox to be deprovisioned in the Quick Search box.

4. Select the search icon. 
5. With the mailbox account displayed on the screen, click the Deprovision command from the menu on the left….
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6.
Click OK to the message box below…
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The Deprovision Report will display, where you can click to expand each to check what actions are taken when a mailbox gets deprovisioned.

User Account Deprovisioning:   
Group Membership Removal:
Exchange Mailbox Deprovisioning:
User Account Permanent Deletion:
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 ERROR Messages
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****  Notice the description which states …”Failed to create a mailbox. Could not generate unique Display Name. Please enter Middle Initial and try again”. 
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