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1 - Explanation of the VPN Service Offering
1.1 - Description of Service

The Virtual Private Network (VPN) Service Offering - Offers encrypted Internet access to platforms, applications and data housed at the Office of Technology Services through the California State Government Network (CSGNet). A prerequisite of this service offering requires County customers to subscribe to a Broadband Internet Service Provider (Comcast, AT&T, Frontier etc.) VPN Service is not a substitute for a dedicated county supported CWS/CMS site.

There are two components to the VPN Service Offering: the backend components including VPN server and related hardware that are supported by OTech, and the VPN Client and related software firewall that are supported by the County.

Counties are responsible for purchasing the Firewall software, Broadband or Wireless Cell service (air cards or via cell phones).

Documentation (test data, tips, user guide) will be made available via the CWS Web site. Counties who are interested in implementing a VPN solution must submit a MAC.
To obtain additional information about this service, contact your State System Support Consultant (SSC).

1.2 - Service Offering Highlights
1.2.1 - Convenience

The VPN Service Offering provides secure high speed access to the CWS/CMS Application and email through the Internet. VPN access may replace dial up access for some locations if the User has access to broadband services.

1.2.2 - Security

The VPN Services offering provides end-to-end encryption using the 3Des/AES encryption.

1.2.3 - Connectivity Limitation

· Counties may only use one laptop per VPN connection or IP address. Multiple connections via a local LAN router are not permitted.

· No (NAT) Network Address Translation.

· No (PAT) Port Address Translation.

· No Public Wireless (802.11a/b/g/n) connections. 

· No Split Tunneling - The process of allowing a remote VPN user to access a public network, most commonly the Internet, at the same time that the user is allowed to access resources on the Local Network or County Network.
2 - Roles and Responsibilities
2.1 - OTech Responsibilities
2.1.1 - Implementation Planning

OTech’s experience with other VPN customers affords them the expertise to help customers develop effective plans to implement VPN services within their County.

2.1.2 - VPN Service Setup and Configuration

The OTech’s technical support staff will assist in post setup and troubleshooting VPN service to integrate efficiently with each County customer installation. OTech continually evaluates its Network infrastructure to ensure operational integrity and the ability to grow as needed. Additional information may be found in the VPN Setup and Users Guide on the CWS/CMS web site. 

2.2 - OTech Customer Services 

OTech provides via Web links and email the following support services to County Coordinators:

· Documentation Library: An online web tool that points to current OTech Documentation. (SLA’s, Service Offerings, User guides)  
Intended users: All customer support staff.

· Support downloads. An online web space used to provide Tech support staff a central location for the latest drivers, software tools and/or software patches.  
Intended users: All customer support staff.
· Outage Notifications: Major/Minor network outages – Remedy Distribution lists created to provide customers the most current status on critical outages.  

Intended users: Coordinators and/or customer support staff.

Counties must contact the IBM Boulder Help Desk for account maintenance (password resets, new accounts, account deletions) and trouble tickets. 
2.3 - CWS/CMS Project Responsibilities

· Process MAC request for new VPN Connectivity.

· Work with OTech to ensure that county meets VPN requirements

· Work with OTech and IBM to ensure county connectivity to VPN.

· Facilitate communication between Project office and OTech on VPN remote related issues. 
2.4 - County/Customer Responsibilities

2.4.1 - How to get VPN Service

Counties will need the following prior to establishing VPN connectivity:


Note: Counties who require prior approval for funding reimbursement must submit an APD before submitting their MAC request.  

1. A CWS/CMS imaged workstation/laptop.

2. Public Access Broadband connection (ATT, Verizon, Comcast etc.) or broadband cell phone/card

3. Firewall Software – OTech and Pilot Counties recommend Zone Alarm Pro.

4. Complete and FAX the Directors letter to the CWS/CMS Project office (Appendix B)

(Attn: Customer Support Manager – (916) 263-1142)

5. Submit a MAC for VPN Connectivity.
Costs and coordination regarding broadband service are the responsibility of the County and may vary with technology – DSL, Cable etc. Broadband services are not available in all areas. Counties are responsible for checking with their local provider(s).

Counties will install a personal firewall on the remote client (workstation/laptop). This installation is an approved alteration of the Dedicated County workstation image. Check manufacturer’s web site regularly for patches and hot-fixes to the software. OTech recommends “Zone Alarm Pro” software; the most current version. For more information you can go to their website at http://www.zonelabs.com. There are several other firewall software products available on the market. 

2.4.2 - Adds, Changes, and Deletes
Counties must contact the IBM Boulder Help Desk to make account change requests. Customers will continue to contact IBM Help Desk for any problems related to CWS/CMS.
2.4.3 - Laptop Systems
The County is responsible for obtaining the latest system image from IBM that will support VPN connectivity. Counties may request the latest image version from IBM via IBM Help Desk.

2.4.4 - County Support/Coordinator Responsibilities
(Counties will designate county coordinators - a minimum of 2 county staff where possible.) 

· Acts as single points of contact for OTech support staff. 

· Receives outage notifications.

· Own/manages account information relating to all County users.

· Is responsible for distributing documentation related to these services.

· Will test and verify new accounts prior to sending account information on to County customer. Test and verify means the Coordinator must test the ID and Password prior to sending to the end user.
· Is responsible for workstation/laptop client setup.

· Is responsible for Account Adds, Changes and Deletes.

2.5 - County Startup Checklist
· Broadband Connection.

· Latest workstation/laptop image.

· Firewall software.

· Directors Letter requesting service

· APD approval if required

· MAC request for VPN Connectivity 

· Identified Local County Coordinator

· VPN Setup Guide
3 - Getting Help

The IBM Help Desk is staffed 7 days a week, 24 hours a day and can be reached at (800) 428-8268. IBM Help Desk will then contact OTech Help Desk to resolve any VPN issues.

3.1 - IBM/OTech Help Desk Process

· County’s Support Coordinator will contact the IBM Help Desk.

· An incident ticket is opened with IBM and OTech, a severity level assigned, and routed to the appropriate unit.

· OTech technical staff works to resolve the issue, and updates the ticket.

· By periodically checking the status of a problem ticket - IBM Help Desk keeps the customer updated on the incident ticket status.

· Once the incident is resolved, IBM notifies the customer of the ticket’s resolution. If the customer is satisfied with the resolution, the ticket is closed.
· If Customer is dissatisfied with the resolution, the customer should escalate the issue.
3.2 - Escalation Process
If the escalation process included in Appendix A is not working to satisfactorily resolve a trouble ticket please contact the entities below in the order listed:

IBM Help Desk Supervisor





(800) 428-8268

County’s assigned SSC

CWS/CMS Customer Relations Manager – Cheryl Jones
(916) 263-1142

4 - VPN Service Offering Objectives
4.1 - System Availability

OTech’s commitment to customers is to meet or exceed all documented VPN Service Offering objectives. System availability is defined as the ability to connect to CGSnet (California Government Statewide Network) at any time, including during Prime Shift and Off Shift. System Maintenance, Extended System Maintenance and Emergency Remedial Maintenance may limit the ability to connect. Each category has its own target availability as follows:

4.1.1 - Prime Shift
Prime shift hours are from 6:00 AM until 6:00 PM, Monday through Friday (excluding state holidays). OTech has established a system availability target of at least 99.5 percent during this timeframe.

4.1.2 - Off Shift 
The hours from 6:00 PM until 6:00 A.M., Monday through Friday, and all day on weekends and State holidays are considered less critical hours of operation. During this period, OTech has established a target of at least 95 percent for system availability.

4.1.3 - System Maintenance
The hours between 4:00 AM to 7:00 AM on Sundays are reserved for performing the tasks required to maintain optimal operation of the VPN service. During this period, system interruptions and service unavailability may occur.
4.1.4 - Extended System Maintenance
Extended preventative maintenance occurs when the required software or hardware maintenance cannot be completed within the normal timeframe for system maintenance. Customers will be contacted to coordinate any extended system maintenance.

4.1.5 - Emergency Remedial Maintenance
This maintenance occurs when critical system maintenance must be applied. Counties will be notified when such maintenance must be applied and kept informed of when service will again be available.

4.2 - Incident/Problem Tracking and Resolution

The IBM Help Desk provides our customers with a single point of contact that accepts, records, and manages reported incidents/problems. The Help Desk will open a ticket and contact the appropriate support staff. The tracking system will detail any action taken and provide status updates. The Help Desk will track the problem until a resolution is reached.

5 - Reporting Requirements
5.1 - List of Reports
The VPN Service Offering does not currently provide reports.

6 - Termination of the Service Offering
6.1 - Good Faith Agreement
OTech, CWS/CMS agree to deal in good faith with one another and the County customers, and to attempt problem resolution at the lowest appropriate level. Any party reserves the right to terminate the contract for this service offering if economic studies indicate there are lower cost alternatives, if the costs are determined to be unreasonable or unnecessary, if funding is not available, or if the service consistently fails to meet the service objectives listed in the service offering documentation.

7 - Appendix A
7.1 - Severity Code Definitions (if applicable)

The matrix shown below contains an example of the definitions of trouble ticket severity codes and the required response times for accepting trouble tickets and providing customer feedback on the problem resolution. Severity levels are assigned by the OTech or IBM Service Desk at the time a trouble ticket is reported.

	Severity

Level
	Impact/Description
	Resolution

	Severity One
	Severe impact to the site, for example:
	Service Desk opens or accepts ticket.

	
	(
Network-wide outage,

(
VPN Concentrator server outage,


	Technician responds to dispatch within 15 minutes

and gives an estimated time of arrival (ETA) and

problem description to Service Desk within one

hour. Service Desk updates ticket. Technician

continues to provide verbal updates to Service Desk

every 60 minutes.

Service Desk notifies customer of ticket status every

hour via phone or other negotiated means.

Technician updates ticket within one business day

of problem resolution.

	Severity Two
	Operations continuing but greatly

degraded; multiple users affected, for

example:

(
Degradation of critical application,

(
Intermittent network problem, and

(
Intermittent file server problem.
	Service Desk opens ticket.

Technician responds to dispatch within 15 minutes

and gives ETA and problem description to Service

Desk within one hour. Technician continues to

provide verbal updates to Service Desk daily.

Service Desk notifies customer of ticket status daily.

Technician updates ticket within one business day

of problem resolution.

	Severity

Three
	Operations affected less than once a

week; single user affected, for

example:

(
Problems that degrade but do not

prevent accessibility/usability

(
Workstation outage with other

workstations available, and

(
Degradation of non-critical

application.
	Service Desk opens ticket.

Technician responds to dispatch within 15 minutes

and gives ETA and problem description to Service

Desk within one day. Technician continues to

provide verbal updates to Service Desk daily.

Service Desk notifies customer of ticket status every

two days.

Technician updates ticket within one business day

of problem resolution.

	Severity Four
	Minimal impact to operations, for

example:

(
Problem with low impact to user,

and

(
Scheduled outage.
	Service Desk opens ticket.

Technician responds to dispatch within 15 minutes

and gives ETA and problem description to Service

Desk within one day. Technician continues to

provide verbal updates to Service Desk every other

day.

Service Desk notifies customer of ticket status

weekly.

Technician updates ticket within one business day

of problem resolution.


8 - Appendix B

8.1 - Director’s Letter 

TO: 

CWS/CMS Project

-

FROM:
     
Director of       County
DATE:
     
RE: 

Response to CWS/CMS Virtual Private Network (VPN) Service Offering 

After having received and reviewed the Virtual Private Network (VPN) Service Offering our county is prepared to respond.  

YES  FORMCHECKBOX 
 

As the Director of       County, I am interested in having our county participate in the CWS/CMS Virtual Private Network (VPN) service offering developed by the CWS/CMS Project.   Our County understands the roles and responsibilities provided in the VPN Service Offering document. We also understand that if we require prior approval for funding reimbursement, we will submit an Advanced Planning Document (APD).   

      has been designated to be the County Coordinator for the CWS/CMS Virtual Private Network (VPN) effort for our county, and 
County Coordinator Contact Information:

E-mail address:     
Phone #:     


Fax # :     


Backup County Coordinator Contact Information:

E-mail address:     
Phone #:     


Fax # :     


Director Signature: ____________________________

Date: __________________________

Please Fax Completed Form to 


(916) 263-1142


Attention: Customer Support Manager





	








