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1. Overview

The Concurrent County LAN Pilot (formerly known as the State Supported LAN Pilot) was originally conceived in response to Dedicated Counties’ expressed need for access to “External” County resources, e.g. County Intranet sites, email etc. In an effort to satisfy this business need, the Concurrent County LAN was developed. This new service leaves the original characteristics of the Dedicated Model intact while providing a limited amount of connectivity to the County network. Internet availability is now an option that may be provided by the County. 

At the May 2003 Technical Advisory Committee meeting Office of Technology Services (OTech – formerly HHSDC) offered this concept as an alternative to Dedicated Counties considering Co-Existent status. The pilot was initiated shortly thereafter.  

Connectivity Limitations:

· All browser-based communication will use an Ethernet connection between the County and OTech routers.

· No communication can be initiated from the County Network.

· No impact to OTech  WAN bandwidth.

· OTech routers will use Firewall software to secure the connection between County and State networks. Only HHTP, SSL and Telnet traffic will be allowed.

· Bleed back traffic is blocked via firewall timeouts. Bleed back traffic is network traffic that is not initiated on the State LAN. No half-open sessions will be allowed. Half Open sessions are sessions that have timed out and still remain open on the State LAN. These connections/sessions will be terminated.
· Communication between the CWS/CMS and county LANs are restricted to two IP addresses. One IP address will be used to communicate with a Proxy/DNS server. The other is reserved for communication with SNA/telnet servers

2. Roles

OTech will provide: 

· An office router with two Ethernet Ports and the Firewall Feature Set. (The County can connect one Ethernet port to their Network). Allow 30 to 60 days for Router interface/IOS upgrades. A fully staffed (State and County) effort normally would take 30 to 60 days depending on number of sites.
· Administration of tight access lists for State-bound traffic.  Unplanned LAN devices will not be able to use the State Network. 

· Implementation of firewall functions on its Router, protecting the OTech network from the County traffic. The firewall will be configured to provide tight control of State-bound traffic.  

· IP addressing for the State Supported LAN and for the County Interface LAN.

· Known devices on the State Supported County LAN may use the OTech network to reach pre-determined State servers.

The County will provide:

· A MAC to initiate and track the process (MAC Appendix E form). 

· County Letter of Response to this Service Offering (Form on Page 7).

· The County isolation LAN segment.

· Firewall functions that protect the County.

· Name Resolution (DNS).

· Network Address Translation or Proxy Servers that allow the County employees to reach multiple County services and/or Internet access.

· All Internet connectivity. The OTech Internet facing infrastructure will not protect the site.

· Internet access for those County employees authorized to use the Internet.

· Resources to complete all County required efforts

· County Inter-Departmental Communications

IBM or Current Vendor will provide:

· Pushing out the proxy change to the workstations. This change points the client at the translated address of the county proxy server instead of the standard dedicated OTech proxy. 

· Pushing out Windows XP Service Packs, Internet Explorer 7, and current Windows  hot fixes.

3. Design and Planning

Network Design

Network design assistance to customers building a new network or redesigning an existing network may be requested. CWS/CMS Office - (OTech/IBM) will collaborate with the customer to recommend industry best practices and assist in creating specific software configurations that support a secure, scalable, reliable, and resilient network infrastructure.

Network Security Design

For Counties participating in this service offering we can identify security vulnerabilities and recommend secure solutions. We also recommend industry best practices and provide security policy guidelines.

Design Review and Verification

OTech/IBM will work with your engineering or operations team to review and validate your network design, verifying the design functionality against standard models. If there are alternate approaches to the network design, Counties may request an exception to already established standard models as long as the request does not violate network security or existing CWS connectivity policy for Dedicated Counties.

4. Integration and Migration

As Project co-sponsors, OTech/CWS Project Office, we will assist Counties with planning and executing the entire deployment strategy from start to finish. Vendor staff utilizes state-of-the-art tools to assist you during the migration and integration phases.  Implementation and Migration stages are listed below:

1. Project Management 

· Implementation and Migration Planning 

2. Router Turn-up and Configuration 

3. Network and Protocol Migration 

4. Testing and Pilot

5. Production Migration
5. Technical Information 
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6. Contact Information

For general questions please contact

· Your Regional System Support Consultant (SSC)  CWS_CustRel@osi.ca.gov
· MAC Coordinator

· OSI/CWS Operations APD.MAC.Process@osi.ca.gov.

Technical Architecture

· Office of Technology Services 
Service Desk (916) 464-4311 Service.Desk@state.ca.gov
CWS/CMS Office Support

Ken Shepard, (916) 263-1104, Ken.Shepard@osi.ca.gov
TO: 

CWS/CMS Office
FROM:
     
Director of       County

DATE:
     
RE: 

Response to CWS/CMS Concurrent County LAN Service Offering 

After having received and reviewed the CWS/CMS Concurrent County LAN Service Offering, our county is prepared to respond.  

YES  FORMCHECKBOX 
 

As the Director of       County, I am interested in having our county participate in the CWS/CMS Concurrent County LAN service offering developed by the CWS/CMS Office.  Our County also understands that there may be a financial responsibility that the county can incur with this change.  (Costs can include but may not be limited to:  staff hours, new equipment, and software/hardware, etc.)

      has been designated to be the SPOC for the CWS/CMS Concurrent County LAN effort for our county. 

SPOC Contact Information:

E-mail address:     
Phone #:     


Fax # :     


NO  FORMCHECKBOX 

As the Director of       County, I am not interested in having our county participate in the CWS/CMS Concurrent County LAN service offering developed by the CWS/CMS Office. 
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Director Signature: ____________________________

Date: __________________________
Please Fax Completed Form to 


(916) 263-1142


Attention: Your County �System Support Consultant (SSC)
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