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1.0 Background

The CA.Mail Service offers customers the ability to send encrypted emails when sending sensitive information.  Email Encryption is accomplished by sending an email with a certain subject line content.  The Trend Micro email gateway product detects that special subject line then encrypts that email and makes it available to the recipient via a web browser at the Trend Micro Encryption Portal site.  This document will outline the steps required to send an encrypted piece of email, as well as how the recipient will go about reading the email.  

Please be aware that the examples given in this document might not exactly match your user experience.  Varying internet browsers, email clients, and desktop OS could make your experience somewhat different than the given examples.
2.0 Sending Encrypted Emails
To manually encrypt an email from a CWS/CMS issued email address (cws.state.ca.us) to any address outside of the CA.MAIL domain, the pound sign (#) must precede the subject name in the subject field of the email. 

Here’s an example of how this would look using the Outlook client:
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The following content will be encrypted automatically:

· A social security number (xxx-xx-xxxx) contained in the body of the email.

· A 19 digit case ID (xxxx-xxxx-xxxx-xxxxxxx) contained in the body of the email.

It’s important to note that the subject line should never contain personally identifiable information. The email, whether automatically or manually encrypted, will always display the subject line as cleartext.

** The automatic encryption rules should be treated as fail safes and not relied upon to encrypt an email. 
Any email intending to be encrypted should be encrypted using the manual method: #
3.0 Receiving Encrypted Emails
The recipient of an encrypted email will not receive the email directly in their inbox.  Instead, they will receive a notification that they have an encrypted email waiting for them at the Trend Micro Encryption Portal.  This email will contain instructions on how to view the email, and provide a link to the portal website.  Here’s an example of the received email:
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The email received could look somewhat different than this example depending on web browser and email product used by the recipient, but the next step would be to click to view the attached message.  The users’s default web browser is then launched to display the following:
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The user would then need to click the “Open Message” box.  A security message might pop up warning that information is about to be sent to an external site.  Click “Yes” or “OK” to the security question.

For users already registered on the portal, the encrypted email message would now appear (the user may be asked to log in to the portal).  For first-time users, a registration page appears:
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Click on the “Register” box to register your email address with the portal.
Follow the directions on the form, then click Continue:
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Check your inbox for a registration confirmation email message and follow instructions in the email message to
confirm your encryption account.
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An email is now sent to the recipents’s inbox.  Click the link in the email to complete the registration process:
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The registration process is complete and the recipient is now asked to log in to the portal to view the encrypted email:
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The recipient is now able to view the encrypted email.
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