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1. Introduction
1.1. Document Overview

1.1.1. Description /Purpose

The CWS Project has utilized a remote access solution provided by AT&T. As a result of the
Rehosting Project, CWS will migrate from a remote access solution provided by AT&T to a
remote access solution provided by Department of Technology Services (DTS). Support for the
AT&T solution is scheduled to be terminated on March 23, 2006.

The AT&T solution required counties to use AT&T Net Client for establishing a dial-up
connection to the CWS environment. The DTS solution utilizes Microsoft Dial-up Network
Client instead (Microsoft Dial-up Client). The Microsoft Client is part of the Windows 2000
operating system and is already installed on all dedicated county workstations.

The purpose of this document is to assist counties with the configuration and initial use of the
Microsoft Dial-up Client during the transition of dial-up service to DTS.

1.1.2. Scope

This document covers the initial configuration and basic use of the Microsoft Dial-up Client. It is
designed to be used by counties during the transition from the AT&T Dial-up Service to the DTS
Dial-up Service. Once transition of dial-up service to DTS is completed, use the updated W2K
Laptop Users Guide and the W2K Recovery Guide which will be updated to reflect the DTS
Dial-up Service by April 1, 2006. The scope of this document is limited to Microsoft Dial-up
Client and does not cover the general use of CWS Laptops or Remote Access to the
CWS/CMS Application. Those topics are addressed in the W2K Laptop Users Guide.

1.1.3. Document Organization
The Remote Access Migration Guide is structured into the following sections. The summary for
each section includes a brief description of the key components of the section.

1. Introduction — This section provides an overview of this document, the scope of the
release, and identifies other references used in this document.

2. Migration Information — This section describes important migration information and key
differences between the AT&T & DTS solutions.

3. Microsoft Dial-up Client Configuration — This section describes the procedures executed
by the county user to configure Microsoft Dial-up Client.

4. Using Microsoft Dial-up Client Usage — This section describes how to connect to the
DTS dial-up network using the Microsoft Dial-up Client and run DLOGON.

1.2. Intended Use and Audience for this Document

This document will be useful for anyone trying to configure Microsoft Dial-up Client for use on a
CWS Laptop or Alternate Server Access (ASA) Desktop. This document is technical in nature

Version 2.2 1 February 8, 2006



]

Remote Access Migration Guide —

and written for users familiar with the installation of workstation software and the configuration
and use of the existing AT&T dial-up solution.

1.3. References

1.3.1. Supporting Documentation

Information from the documents listed in Table 1 — Supporting Documentation is referenced in
this document. These references are provided specifically as supporting material for this
document.

Table 1 — Supporting Documentation

# | Document Document Description

Laptop User Guide V 2.0 | Project Website
(September 19, 2005) (http://www.hwcws.cahwnet.gov/ApplicationResources/Guides.asp)

2 | W2K Desktop / Laptop Project Website
Workstation Recovery (http://mwww.hwcws.cahwnet.gov/ApplicationResources/Guides.asp)
Guide, V2.61b [Revised

July 13, 2005]

Version 2.2 2 February 8, 2006



Remote Access Migration Guide

2. Migration Information

2.1. Important Changes and Differences

This section contains a list of key changes and differences between the AT&T remote access
solution and the DTS remote access solution.

e AT&T required an Account, an ID, and a password. DTS only requires a Dial-up user
name and a password.

e The DTS Dial-up solution will use a different Dial-up user name and password than what
was used by AT&T.

e AT&T utilized local access numbers and a nation-wide toll number. DTS uses only a
single 800 number.

e AT&T was configured to run DLOGON automatically upon connection. With the DTS
solution, DLOGON must be run manually. Procedures for running DLOGON are
documented in Section 4.2.

e AT&T Net Client could not be installed on the same workstation as CAD (Business
Objects). The Microsoft Dial-up Client used by the DTS solution can be installed and
used on CAD workstations.

Version 2.2 3 February 8, 2006
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3. Microsoft Dial-up Client Configuration

This section describes how to configure the Microsoft Dial-up Client to connect to the CWS
Network. It also contains instructions for performing proxy server configuration.

3.1. Getting Started

The DTS Dial-up solution will use a different Dial-up user name and password than what was
used by AT&T. You will not need your Dial-up user name to configure Microsoft Dial-up Client,
but you will need it prior to connecting. If you do not have a DTS Dial-up user name, please call
the CWS helpdesk at (800) 428-8268.

Similar to AT&T Net Client and network printers, Microsoft Dial-up Client must be configured
separately for each windows user on a workstation.

3.2. Setup Wizard

NOTE: screenshots included in this section display the default state of controls (checkboxes,
buttons, drop downs, test boxes). Defaults are to be used unless otherwise directed.

¢ Log onto the workstation with the Windows/Domain ID of the user you wish to configure
Microsoft Dial-up Client for.

e Select Network and Dial-up Connections from the Start Menu (under Start->Settings) as
shown in the screen shot below.

Programs L

Dacuments L

Eiettir'ug:s: » IE Caontral Panel

Bf  metwork and Dial-up Connections

»
Printers - . - -
: Dizplays network, and dial-up connections on this computer and
Help Iﬂ Tazkbar & 5K helps you create new ones

Search

%

Run...

Eﬂﬂ“ |J M &gy w |J {images
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e The Network and Dial-up Connections window will open. Double-click on Make a
New Connection. This will start the Network Connection Wizard.

4 Network and Dial-up Connections O] x|

File  Edit “iew Favorter Toole Adwanced Help ‘

4= Bach - = - | @Search L, Folders @l'ﬁ Lo o | -
Address I Metwark and Dial-up Cannections j @ Go

-1 - '?_
L !:.!L:

Local Area
Connection

Network and Dial-up
Connections

Make New Connection

The Metwork Connection wizard helps
you create a new connection o that
your computer can have access to
other computers and networks.

|1 object(z] selected A
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e When you see the Welcome to the Network Connection Wizard window, click Next.

Metwork Connection Wizard |

Welcome to the Network
Connection Wizard

|Jzing thiz wizard you can create a connection to ather
computers and networks, enabling applications such az
e-mail, “Web browszing, file sharing, and printing.

To continue, click Mext.

¢ Back

Cancel |

¢ Make sure Dial-up to private network is selected and click Next.

Metwork Connection Wizard |

Metwork Connection Type
Y'ou can chooge the type af nebwork, connection you want to create, bazed on

your netwark, configuration and wour networking needs.

= Dial-up to private network:
Connect using my phone ling [moden ar 1S0R].

" Dial-up to the Intemet
Connect ta the Intemet wsing my phane ling [modem or ISDM .

" Connect to a private network through the Internet
Create airtual Private Metwork WPM] connection or ‘tunnel’ through the [nternet,

= Accept incoming conneclions
[Lef ather computens cannest ba mite by Ehome ine, thelntenmet, an direct catle;

" Connect directly to another computer
Connect using my zerial, parallel, or infrared port,

< Back I Hest > I Cancel
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e Select your modem from the list (unselect Infrared Modem Port) and click Next.

Metwork Connection Wizard

Select a Device

Thiz iz the device that will be uzed to make the connection. @

Y'ou have mare than one dial-up device on your compriker.

Select the devices ta uze in this connection:

| *;T:‘ Infrared Modem Part [SERIALT-0)

& Modem - Agere Spsterns AC'3F Maoder [COME]

< Back I Hest > I Cancel |

o Enter 1-800-923-7725 in the Phone Number field and click Next.
Metwork Connection Wizard |
Phone Humber to Dial
Y'ou muzt zpecify the phone number of the computer or nebwork, pau want to
cannect to.
Twpe the phone number of the computer or network, yow are connecting to. IF pou want
your computer ko determine automatically how to dial from different locations, check Use
dialing rules.
Sea cone Fhone number;
| | [1-800-923-7725
[Eatirtrireaiar code:
[ Use disling rules
< Back I Hest > I Cancel
Version 2.2 7
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o Type CWS Dial-up as the name of the connection. Check Add a shortcut to my
desktop and click Finish.

Hetwork Connection Wizard

Completing the Network
Connection Wizard

Tvpe the name you want to uge for this connection:

||:ws Dial-Ug

To create thiz connection and zave it ik the
Metwaork, and Dial-up Connections folder, click,
Firuzh.

To edit thiz connection in the Metwork, and Dial-up
Connections folder, select it, click File, and then click,
Properties.

¥ Add a shorteut to my deskiop

< Back I Finizh I Cancel |

e The Connect CWS Dial-up window will appear. Click Cancel to close the window.

Connect CWS Dial-Up K E |

Uszer name: IUSETHEITIE!I

Pazsword: I

[T Save password

Dial |1-800-823-7725 =]

Dial I Cancel Properties | Help |

Version 2.2 8 February 8, 2006



| Y Remote Access Migration Guide —

e Close the Network and Dial-up Connections window.

e You should see this icon on your desktop.

e CONGRATULATIONS. BASIC MICROSOFT DIAL-UP CLIENT SETUP IS
COMPLETE!"

3.3. Proxy Server Configuration

A proxy server at DTS is used to provide dedicated counties access to the Internet/intranet.
While connected to the LAN, dedicated county laptops receive their proxy configuration from
active directory.

By default, anyone (including co-existent counties) using the Project-supported dialup service
must perform additional proxy server configuration? if they wish to access the Internet/intranet
while connected using the DTS Dial-up Service. The proxy configuration for Microsoft Dial-up
Client is documented in this section.

e Make sure you are logged onto the laptop using the same ID that you will use when out
of the office. It is not necessary to be connected to the network or via Microsoft Dial-up
Client to perform this configuration.

¢ Open Microsoft Internet Explorer by double-clicking on the desktop icon.

e Select Internet Options from the Tools menu in Internet Explorer.

=8 Cannot find server - Microzoft Internet Explorer

File Edt “iew Favorites | Tool:  Help
dm Back ~ = - @ 7 Mail and News P L @“%,

= Synchronize...
Address €] hitp:/fvw. hvicws, ‘Windows L pdate

Show Felated Links

B The page car

! Users who need to access web sites while connected via Microsoft Dial-up Client will need to perform
the additional proxy configuration described in the next section.

% This configuration requirement applies to both dedicated and coexistent users that use the Project
supported dialup. When using the Project dial-up, co-existent counties are limited to the same websites
as dedicated counties.

Version 2.2 9 February 8, 2006
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¢ On the Internet Options window, select the Connections tab. Then, select CWS Dial-
up and click Settings.

Internet Options |

Generall Securit_l,ll F'rivac_l,ll Content  Connections | F'n:ugramsl .ﬁ.dvancedl

- Tozetup an Intemet connechion, click
Setup.

Setup...

— Dialup and %irtual Private Metwork, zettings

Add..

Bemove

Ul

Choose Settingz if pau need to configure a prosy Settings...
server for a connection.

& Never dial a connection
™ Dial whenever a netwaork, connection is not present
" Always dial my default connection

Eurentdefaulz  Mone St efault

— Local Area Mebwork, [LAM] zettings

LAM Settings do nat apply ta dial-up connections. LAN Settings. ..
Chooze Settingz above for dialup settings.

|

] Cancel [

Version 2.2 10 February 8, 2006
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In the Address field, enter. hhsdcproxy.cws.cahwnet.gov

In the Port field, enter: 8080

CWS Dial-up Settings |

—Autornatic configuration

Automatic configuration may override manual settings, To ensure the
use af manual setkings, disable autamatic canfiguration.

[™ aukomatically detect settings

[T Use automatic configuration scripk

fddress I

—Proxy server

IUse a proxy server For this connection (These settings will nok
[+ .
apply ko other connections).

Address; Ihhsdcprnxy.cws Port: IBDSD .ﬁ.dvanged...l

[" Bypass proxy server for local addresses

—Dial-up setkings

Lser narne: I CWSTEST_GE Properties |

Password: I Adwanced |

Dannain: I

Click OK to close the CWS Dial-up Settings window.
Click OK to close the Internet Options window.

Close Internet Explorer

On CWS Dial-up Settings window, check Use a proxy server for this connection

Version 2.2
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4. Microsoft Dial-up Client Usage

This section contains instructions for using Microsoft Dial-up Client to connect and disconnect
from the CWS network. Instructions for running DLOGON are also provided here.

4.1. Connecting

CWS Users can utilize Microsoft Dial-up Client to connect to the CWS network utilizing a
modem and an analog telephone line.

e To start the Microsoft Dial-up Client, double-click on the CWS Dial-up icon on the
desktop®.

it

AR

Dial-Ll u]

e You should see the Connect CWS Dial-up window. Verify that your DTS Dial-up user
name and DTS Dial-up password are correctly filled in and click DIAL*,

Connect CWS Dial-Up K E |

User name: IE.WSTEST_GB

Paszswornd: I”“”“”“”’1

[T Save password

Dial |1-800-323-7725 =]

Dial I Cancel Properties | Help |

% If you are unable to locate the icon on the desktop, you can click Start->Settings->Network and Dialup
Connections to find it.

* You may add “9,” in front of the phone number if that is required from your location, or if you are at
home and have call-waiting, add “*70,” in front of the number to disable call-waiting.

Version 2.2 12 February 8, 2006
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You will see the following status box on the screen®.

Connecting CwS Dial-Up. . |
'| Dialing 1-800-923-7725. .
L

]

e If the modem connection was successful®, you will see the following status box.

Connecting Cw5 Dial-Up... |

'| R egisterning your computer on the netwaork. .
_

o]

If your Dial-up user name, password, and configuration are correct, you will see the
following dialog box. Click OK to clear the dialog box.

Connection Complete |

TS Dial-Up' iz now connected.

To check the status of this connection or disconnect, nght-click

itz ican in the Metwork, Connections folder, or click itz icon on the
tazkbar [if prezent].

[T Do not dizplay this meszage again

® If you added “9,” or “*70,” you should see it in the status box as well.

&I you receive an error instead, please see Appendix A for common error messages and their resolution.

Version 2.2 13 February 8, 2006
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¢ You will also see this notice in the system tray when your connection is successful.

) Cws Dial-Up
Speed: 44.0 Kbps

|<EE@>:;-EI%¢§ 12:41 PM

e |IF YOU PLAN TO USE CWS/CMS DURING THIS DIAL-UP SESSION, YOU SHOULD

REFER TO THE NEXT SECTION AS YOU MAY NEED TO RUN DLOGON BEFORE
CWS/CMS.

Version 2.2 14 February 8, 2006
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4.2. Running DLOGON

NOTE: This section does not apply to ASA workstations as CWS/CMS is already pre-
configured to failover to the ASA servers if the primary server is unavailable. Also, both
DLOGON and the CWS/CMS Application require an active connection via the DTS Dial-up
Service in order to work while you are outside the office.

The CWS/CMS Application on your laptop must be reconfigured to point to the ASA/Dial-up
server farm instead of the Application Servers in your county. DLOGON is responsible for
controlling this process, as well as making sure your laptop has up to date CWS/CMS software.
AT&T Net Client was configured to run DLOGON each time a connection was made. The DTS
dial-up solution requires that it be run manually. You should run DLOGON prior to starting
CWS/CMS while using your laptop in Dial-up mode.

To run DLOGON, locate the Run DLOGON icon on the desktop and double-click on it". The
icon is shown below.

jun DLOGOM

Once DLOGON has finished, the CWS/CMS Application will start automatically®. The
DLOGON process has not significantly changed as a result of the switch from AT&T to DTS
and therefore is beyond the scope of this document.

If DLOGON does not need to be run, start CWS/CMS by double-clicking on the double-clicking
on the CWS/CMS Application icon on the desktop or single-clicking on the CWS/CMS
Application icon on the quick launch bar.

" If you cannot find the Run DLOGON icon, click Start->Run, enter c:\dlogon.vbs and click OK.

8 |f DLOGON fails, please see Appendix B for common errors and their resolutions.
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4.3. Disconnecting

e When you are ready to disconnect, double-click on the icon of two computers (which will
be labeled CWS Dial-up if you hover your mouse over it, see below) in the system tray.

CwS Dial-Up
Speed. 45.2 Kbps

_ Sent 6567 bytes

Received: 3,856 butes

R 12 PM STH AN 442PM

e The following dialog will appear, click Disconnect.

CWS Dial-Up Status 2]x]|
General | Details |
— Connection
Statuz: Connected
Druration; 00:01:17
Speed: 452 Khbps
— Activity =
Sent —— 'l ——  Received
L2
Butes: B5E7 3,856
Compression: 0% 0%
Errors; 1] ]
Properties | Dizconnect I

Cloze |

Version 2.2 16 February 8, 2006
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Appendix A — Common Problems with Microsoft
Dial-up Client

This section describes a few of the common problems that can be experienced while trying to
connect using Microsoft Dial-up Client.

Error 680: There was no dial tone.

Error Connecting to CWS Dial-Up E |

& Opening part...

Errar BR0: There wasz no dial tane.

Hedial = 449 Cancel Mare [nfa

If you do not have an analog phone line connected, there is a problem with the line, or did not
add “9,” to the number when it was required, you may see the error above. If you see this,
correct the problem and try again. If the problem continues, verify the line is ok by attaching
phone and attempting to dial a known working number.

Error 678: There was no answer

Error Connecting to CWS Dial-Up EE

& Dialing 1-893-323-7725...

Error 678: There was no anzwer.

Hedial = 43 Cancel tare [nfo

This error is typically caused by a problem with the phone number that was dialed. The number
may have been entered incorrectly, or maybe you added a “9,” when it was not required. Verify
the number in the dialog box is 1-800-923-7725. If you added a “9,” to the number, remove it
and try again. If the problem continues after you have verified the number is correct, call the
CWS Helpdesk to report the problem.
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Error 691: Access was denied because...

Ermor Connecting to Cw5S Dial-Up |

& Werifying usemame and pazzword...

Error B31: Access waz denied becauze the uzemame anddar
pagzword waz invalid on the domair.

Hedial = 57 Cancel tare [nfo

This error occurs because you have entered your password incorrectly. Please re-enter your

password and attempt to connect again. If you continue to receive this message, call the CWS
Helpdesk at (800) 428-8268 and request your password be reset.

Error 734: The PPP link control protocol was terminated.

Error Connecting to CWS Dial-Up 2] |

& Werifying usemame and pazsword...

Errar ¥34: The PPP link contral pratacal waz terminated.

Hedial = 52 Cancel Mare [nfa

This error may occur because your Dial-up user name was entered incorrectly. Please verify
you are using the correct Dial-up user name and try again. If you still experience the problem,
contact the person who provided you with the Dial-up user name to double-check that it is
accurate. After validating the Dial-up user name from the source that provided it, if the error is
still occurring, contact the CWS Helpdesk at (800) 428-8268.
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Appendix B — Dial-up Logon Script Errors

If the dial-up logon script is unable to run correctly, you will receive one of three primary errors
(listed below). Each of these errors is discussed in a section of this appendix.

¢ CWS/CMS Remote Access — Network Error
¢ CWS/CMS Remote Access — Authentication Error

¢ CWS/CMS Remote Access — Server Connection Error

CWS/CMS Remote Access — Network Error
(CWS/CMS Remote Access - Network Eror 3|

It appears there iz a problem with pour network, connection.
Pleasze retry your connection.

|f the problem perzsists, contact the helpdesk.

This error typically occurs because there is a problem with your network connection. It is
possible you successfully connected using Microsoft Dial-up Client, but lost your connection
shortly after the configuration script began running.

This error will occur occasionally. If you receive this error, just reconnect using Microsoft Dial-up
Client.

If you experience this problem on a regular basis, you should check your phone cable, phone
jack, and phone line for possible problems.

CWS/CMS Remote Access — Authentication Error

Cw5/CHMS Remote Access - Logon Script Authentication Error |

The internal ID & Pagzward used far running the dialup logan script
appears o have a problem.

'ou zhould be able to run CWwWSACMS, but may receive additional erors
while the Application starts.

To have the eror comected, pleaze contact the helpdesk.

Intermal ID: cwsd09348dialup

Version 2.2 19 February 8, 2006
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This error shows up when the internal ID & Password that DLOGON uses to connect to the

ASA/Dial-up servers is not working correctly. If you see this error, you should call the helpdesk
immediately.

Until resolved, the error will continue to appear each time the Dial-up Logon Script is executed
(i.e. DLOGON is run).

You will also receive the error shown below while starting the CWS/CMS application, although
the application should function normally:

CWS/CMS Control Panel x|

Wwhaming: The Cw'S/CS Application cannot connect to zerver S0DE308W01ACWSCODE. and therefore cannot
check pour werzion number until nebwork. connectivity iz restored. Thiz iz not cauze for immediate concern; however, if
thiz meszage persizts pleaze contact the Help Dezk and report the problem.

CWS/CMS Remote Access — Server Connection Error
(CWS/CMS Remote Access - Server Connection Ertor |

A erar waz encountered while ving to run the remote access logoh soript
'ou are hiot able to connect to the required nebwork; resounce.
Click OF to perform additional problem determination.

The following dialup servers were attempted:
D9908=01 D9908=02

This error is generic and the CWS/CMS dial-up environment has tools to help determine the
specific reason a connection could not be made to the servers listed.

If you receive this dialog box, click OK to engage the Dial-up Problem Determination tool
(DUPD). There are seven errors that DUPD may report.

e DUPD.1 - Unable to ping DNS Servers.

e DUPD.2 — Name Resolution Configuration error.

e DUPD.3 - Unable to resolve Remote Access Server Name.
e DUPD.6 — Bad Client Connection

e DUPD.9 — Unable to determine cause of error.

The section below discusses each of the possible errors returned by DUPD.
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DUPD.1 — Unable to ping DNS Servers

Remote Access Server Connection Ermor Report [EX |

Errar Code: DUPD.1
Error Dezc: Unable to ping DMS Servers

Fossible Cauzes:

1. Bad Account Configuration
2. Mebtwark, Outage

3. DMS Server Outage

Mate thiz errar and call the helpdesk.

This error is the result of a network/server outage or a bad DTS dial-up account. If you receive
this error, you should call the helpdesk. When you open the ticket, make sure and provide the
helpdesk with your DTS dial-up username and the DUPD error code of DUPD.1. Also inform
the helpdesk if this is a new DTS username which has not been used before.

DUPD.2 — Name Resolution Configuration Error

Hemote Access Server Connection Error Report |

Errar Code: DUPD.2
Error Dezc: Mame Reszolution Configuration Ermar

DMS Servers not set comectly,

Try connecting one mare time.  [F problem
perziztz, hote thiz ermor and call the helpdesk

This error occurs when your DTS dial-up account is not configured with the correct DNS server
IP addresses. This could be misconfiguration of the Microsoft Dial-up Client or a bad DTS
account configuration. You should verify configuration of the dialer and reconnect. If the
problem persists, notify the helpdesk. Specify you are receiving a dial-up DUPD.2 error.

DUPD.3 — Unable to resolve Dial-up Server Name

ARemote Access Server Connection Ermor Report |

Error Code: DUPD.3
Error Desc: nable to rezolve Remaote Access Server Mame

Mate thiz errar and call the helpdesk.

This error usually means the dial-up servers are not listed in the DNS database or the DNS
server is not responding to DNS requests. There is nothing you can do to fix this problem and
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should open a ticket with the helpdesk. When you open the ticket, reference dial-up error code
DUPD.3.

DUPD.6 — Bad Client Connection

ARemote Access Server Connection Error Report |

Error Code: DUPD.E
Errar Desc: Bad Client Connectian

Werfy phone/network, cable is connected, reboot,
and try connecting again. | problem persists
niote thiz errar and call the helpdesk.

This error is generated when your workstation has not received an IP address from DTS within
the expected range. There can be several reasons for this error ranging from a bad DTS
account to a service outage. You should first try the connection again. If you continue to receive
this error, you should call the helpdesk. When opening the ticket, make sure and provide the
helpdesk with your DTS Dial-up username and the DUPD error code of DUPD.6. Also inform
the helpdesk if this is a new DTS username which as not been used before.

DUPD.9 — Unable to determine cause of error

Femote Access Server Connection Emmor Report |

Error Code: DIJPD.9
Error Desc: Unable to determine cause of errar.

Mate thiz erar and call the helpdesk.

You will receive this error if DUPD can’t determine the specific cause of your connectivity
problem. If you receive this error, call the helpdesk, open a ticket, and reference dial-up error
DUPD.9.
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